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DETAILED ACTION 

Examiner 's Statement of Reasons for Allowance 

1. Claims 1-9, 1 1-25 and 27-36 are allowed over prior art. 

2. This action is in reply to applicant's correspondence of 10 October 2006. 

3. The following is an examiner's statement of reasons for the indication of allowable 
claimed subject matter. 

4. As per claims 1, 17, 33 and 34 generally, prior art of record, Liao et al, U.S. Patent 
6,606,663 Bl, fails to teach alone, or in combination, other than via hindsight, at the time of the 
invention, the features as discussed and remarked upon in the response of 10/10/2006 to office 
action of 6/9/2006. 

Specifically, (as per claim 1, for example) prior art dealing with intermediary network 
authentication devices/platforms (i.e., proxies, gateways, etc.,) in large networks (i.e., 
mobile/enterprise oriented), is generally known to exist per se, (i.e., Chen, Yih-Farn, et al, ^Mobile EE- 

An Enterprise Mobile service Platform', Wireless Networks 9, 2003, pp. 283-297, 

http://delivery.acm.org/10.1145/780000/778492/p283- 

chen.pdf?key1=778492&key2=2843142611&coll=GW^ 

Nowhere in the prior art is found collectively the italicized claim elements (i.e., the use of the 
intermediary devices to alter the packet content and flow control/header information (i.e., 
alteration beyond simple header address changes associated with routing via passage through 
intermediate network nodes) to effect authentication for the session state control (i.e., connection 
and state initialization) during a client/server configuration access (control) of server resources • 
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on a packet basis), at the time of the invention; serving to patently distinguish the invention from 
. said prior art; 

"1. In a data communications device, a method providing authentication of a client device to 
a server device, the method comprising the steps of: 
detecting a requirement for authentication of 
a request for data sent from 

a client device to a server device; 
creating an authentication response in response to 

the step of detecting the requirement for authentication, 
the authentication response containing 

authentication information required by the server device to allow 
the client device to access data via the server device; 
inserting the authentication response into the data communications session between 
the client device and the server device, 

the authentication response authenticating, to the server device, 
access to the data by the client device', 
maintaining the data communications session between 
the server device and the client device 

in the presence of authentication response information inserted into the 
data communications session between 

the client device and the server device by; 
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maintaining connection state data in the data communications 
device that 

tracks an amount of extra data associated with 
the authentication response that is 

inserted into the data communications 
session between 

the client device and 
the server device; and 
modifying connection information within packets passing through 
the data communications device that are exchanged 

between the client device and server device using 
the data communications session in order to 

allow the client and server device to 
maintain proper respective first and second 
connection states for the data communications 
session regardless of 

the amount of extra data 
added in the data communications 
session due to 

insertion of the 
authentication response." 
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5. Dependent claims 2-9, 11-16, 18-25, 27-32, 35 and 36 are allowable by virtue of their 
dependencies. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from examiner 



should be directed to Ronald Baum, whose telephone number is (571) 272-3861, and whose 
unofficial Fax number is (571) 273-3861 and unofficial email is Ronald.baum@uspto.gov. The 
examiner can normally be reached Monday through Thursday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami, can be reached at (571) 272-4195. The Fax number for the 
organization where this application is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. For more information for 
unpublished applications is available through Private PAIR only. For more information about the 
PAIR system, see http ://pair-direct. uspto . gov . Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Ronald Baum 




